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[ Beware of fraudulent emails, bogus websites and fraudulent calls ]

We recently discovered a number of fraudulent Hong Kong Broadband Network (HKBN) emails, bogus HKBN
online surveys and lucky draw websites aiming to trick customers into disclosing their personal information for
refund arrangements, or free mobile phones and gifts. In addition, fraudulent phone calls posing as Hong Kong

Broadband Network’s customer service have been used to steal personal information! Please exercise caution as
these suspicious emails, websites and phone calls have no relation to us. If you have any doubts, please click here
to provide relevant information using the form, or call the police directly.

Fraudulent email / bogus website example (1/11)

H index

After the last verification of your bills paid in
2020,

We have determined that you will receive a
refund of (667,23 HK$) from us. Please
complete your refund form and confirm it via the
link below:



https://www.hkbn.net/self-help-portal/report-fradulent/en/report
https://www.hkbn.net/self-help-portal/report-fradulent/en/report

Fraudulent email / bogus website example (2/11)
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Congratulations!
24 February 2020

Y nday, in a random way, we choose several users for taking part in a poll. In return we offer
uable present from us or our sponsors. This poll allows us to understand better our u:
strength points and to improve the user experience with our services. It will not take
in the new Apple iPhone 11 Pro, Apple Iphone XS or Huawei P30 Pro. All you n: 0
e lowing 11 questions.

d users have ived this

nswered all (11/11) questions =
) repeat queries were submitted from your IP address. v
day you can claim 1 gift.

Fraudulent email / bogus website example (3/11)
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Friday February 21, 2020
Dear HKBN customer,

Congratulations! You are one of the 100 users that we selected to receive the chance
to win an Apple iPhone 11 Pro, Apple Iphone XS or Huawei P30 Pro.
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Fraudulent email / bogus website example (4/11)
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Saturday February 15, 2020

Saturday February 15,
2020

Congratulations! You are one of the 100 users that we
selected to receive the chance to win an Samsung
Galaxy S10 or Apple iPhone X.

Dear Hong Kong
Broadband user,

Congratulations! You are one of the 100 users
that we selected to receive the chance to win
an Samsung Galaxy S10 or Apple iPhone X.

————

B33 Congratulations!

masnens 15 February 2020

\We wish to thank you for the long use: of a services
from Hong Kong Broadband!

Every Saturday we randomly select several users to
take a short survey. In return, we offer them the
chance to receive a valuable gift from our SpoNSors
This survey allows us to better understand users and
make our products better it will not take more than
30 seconds of your time.

You can win the new Samsung Galaxy $10 or Apple
iPhone X. All you need 1o do to receive a giftisto
answer the following 8 questions.

Remember: 100 randomly selected users have
received this invitation. The number of gifts is limited.

R
You have 3 minutes and 34 seconds 1o answer the
following questions before we give your gift to
another happy user! Good luck!




Fraudulent email / bogus website example (5/11)
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Fraudulent email / bogus website example (6/11)
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Fraudulent email / bogus website example (7/11)

CONGRATULATIONS!

We want to thank you for your loyalty to Hong
Kong Broadband Network!

Your IP address 184.217 has been
selected to receive an Samsung S9!

Date: Wednesday 26 September 2018

Reference of user : SAMSUNG-93823-97

Close




Fraudulent email / bogus website example (8/11)
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Congratulations!
7 September 2018

We wish to thank you for the long use of a services from HKBN!

Every Friday we randomly select several users 1o take a short survey. In return, we offer them the chance to receive a
valuable gift from our sponsors, This survey allows us to better understand users and make our products better. It will not
1ake more than 30 seconds of your time.

You can win the new Samsung Galaxy S9, iPhone X or iPad Pro. All you need 1o do to receive a gift is to answer the
following 9 questions.

R 100 randomly selected users have this invitation. The ber of gifts is limited.

You have 3 minutes and 43 seconds to answer the following questions before we give your gift to another happy user!
Good luck!
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What browser do you use?

Fraudulent email / bogus website example (9/11)

CONGRATULATIONS!

We want to thank you for your
loyalty to Hong Kong
Broadband Network!

Your IP address
225.132 has been
selected to receive an

Samsung S9!

Date: Friday 5 October 2018

Reference of user :
SAMSUNG-93823-97




Fraudulent email / bogus website example (10/11)

on OnePlus

Fraudulent email / bogus website example (11/11)
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Warning Against fraudulent HKBN calls

Recently, we have received complaints from our customers regarding suspicious phone calls. Please
be aware of possible bogus phone calls made by your previous broadband service provider
pretending to be a sales representative of Hong Kong Broadband Network Limited (HKBN). Such
individuals seek to provide erroneous/misleading information about our service renewal, as well as
solicit personal information and your HKBN service plan details, all of which may damage HKBN's
reputation.

We urge customers to be vigilant against fraudulent calls claiming to be made by or on behalf of
HKBN. When in doubt, please ask for the caller’s full name, staff ID and contact number, and verify
his/her identity by calling HKBN Customer Service Hotline on 128100 before making any further calls
to the number provided by the caller. As this matter is extremely serious, we have reported such
incidents to the Police.

If you have received any suspicious call(s), please contact us at 128100 or report it to the police.



